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Preface

1 Preface

This document describes on the operation and interface characteristics of the OPTIGA™ Trust B design.

1.1 Abstract
This document is the device specification for OPTIGA™ Trust B design.

1.2 Document definitions
This document describes the architecture and behavior of the OPTIGA™ Trust B design.

1.3 Disclaimer

Infineon is as diligent as possible in compiling and updating the information on this databook. However, Infineon
does not guarantee the correctness and completeness of the information provided. Equally, Infineon does not
guarantee that this information is up to date. For questions concerning our products, their specifications and their
utilization please contact Infineon for the latest specification. Features and spec values may be changed without
notice.

1.4 Textual Convention
This document uses the following textual conventions:

» Functional units of subsystems are given in plain UPPER CASE. For example: “The SSC can be used to
communicate with shift registers.”.

» Pins using negative logic are indicated by a N postfix. For example: “A reset input pin, RESETN, is provided
for the hardware reset.”.

» Bitfields and bits in registers are generally referenced as “Register name.Bit field” or “Register name.Bit". Most
of the register names contain a module name prefix (for example, “SSCCON”, where “SSC” is the module
name prefix, and “CON” is the actual register name). In chapters describing peripheral modules, the actual
register name is referenced also as the kernel register name.

» Variables used to describe sets of processing units or registers appear in mixed-case type. For example, the
register name “CC6xR” refers to multiple “CC6xR” registers with the variable x (x =0, 1, 2). The bounds of the
variables are always given where the register expression is first used (for example, “x = 2 - 0”), and is repeated
as needed in the rest of the text.

+ The default radix is decimal. Hexadecimal constants have a suffix with the subscript letter “H”, as in 100H.
Binary constants have a suffix with the subscript letter “B”, as in: 111B.

* When the extent of register fields, groups of signals, or groups of pins are collectively named in the body of the
document, they are given as “NAME[A:B]”, which defines a range for the named group from B to A. Individual
bits, signals, or pins are given as “NAME[C]” where the range of the variable C is given in the text. For example:
CFGJ[2:0] and TOS|0].

Units are abbreviated as follows:

* kByte = 1024 bytes of memory

*  MHz = Megahertz

* Byte = 8-bit quantity

* MByte = 1,048,576 bytes of memory

+ kBaud, kBit = 1000 characters/bits per second

+ MBaud, MBit = 1,000,000 characters/bits per second
* Ms = Microsecond

Data Sheet 7 Revision 1.01, 2017-08-30
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1.5 Abbreviations and Acronyms
°C Degree Celsius
mA milli ampere
mS milli second
mV milli volt
MA micro ampere
uS micro second
pv micro volt
IC Integrated Circuit
PMU Power Management Unit
TSNP Thin Small Non Leaded Package
CGU Clock Generation Unit
OEM Original Equipment Manufacturer
ODM Original Design Manufacturer
ECC Elliptic Curve Cryptography
oDC OPTIGA™ Digital Certificate
MAC Message Authentication Code
uiD Unique IDentifier
LSB Least Significant Bit
MSB Most Significant Bit
GPIO General Purpose I/O
MCU Microcontroller Unit
Data Sheet 8 Revision 1.01, 2017-08-30
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2 Overview

Infineon Technologies’ novel OPTIGA™ Trust B Authentication chip offers a robust cryptographic solution, that
assists OEMs and system manufacturers to ensure the authenticity and safety of their original products, and
protection of their investments against unauthorized after-market replacements.

It leverages Infineon’s market leading security know-how into the battery and accessory authentication markets.
With its innovative asymmetric cryptography approach, it significantly reduces system cost whilst making a leap
up in security.

21 Application Field

The main area of application is authentication leading to increased safety, functionality and reliability of the
accessories, replacement parts and disposables with a special focus on batteries.

The OPTIGA™ Trust B Authentication IC lends itself for use in multiple application domains which use its safety
and highly reliable authentication features. These protect the systems from unauthorized accessories,
replacement parts and disposables. Such unauthorized accessories will be easily and immediately detected,
allowing the systems decide the suitable next steps. Also the re-use of the chip as well as unauthorized re-use or
re-provisioning of the original part can be avoided using the data authentication feature.

* Low and high density batteries
Mobile Phones
Computing Devices
Digital Imaging
— Power Tools
+ Adaptor
* Miscellenous Accessories
Earphones
Speakers
Docking Stations
Game Controller
+  Water Filter Replacement Parts

Data Sheet 9 Revision 1.01, 2017-08-30
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2.2 Features
The features of OPTIGA™ Trust B Authentication IC are listed as follows:

* High level of Security
131 bits Elliptic Curve Cryptography (ECC) Engine
163 bits OPTIGA™ Trust B Digital Certificate (ODC)
Message Authentication Code (MAC) Function
Host Challenge by Software(Host — Slave)
Security Library Concept for easy host side integration
Kill-Feature
Customizable Non-Volatile Memories
— 64-bits protected NVM read-only space for customer specified information which cannot be modified by end
user
— 512-bits unprotected NVM memories for user mode area
— Endurance of 100,000 programming cycle (at 25 Deg C ambient temperature)
Single Wire Interface
— Single-Wire Interfaces (SWI) I/O interface
— up to 500kbit/s transmission speed
— Device ID search scheme and address management for multiple device capabilities
— 96 bits Unique Chip Identification number
— Communication library concept for easy host side integration
— Multiple device capabilities in direct powered mode
— Powered directly or Indirect Power via Single-wire interface
— Device ID search and management scheme
— Power-up detection capability
— Programmable Device Address capability
* Power Management
Direct powered / Indirect powered application solution
Power Up and Down Control Via SWI interface
Power Down Control Via Power Down Command
— Wide Operating Range Single Supply Voltage Support (From 2.0V to 5.5V)
» Lifespan Indicator
— The counter value can only be read by the host, it cannot be reprogrammed
— Counter value is decrement on command
— Up to 32 bit Life Span Counter Feature
+ Small Package
— PG-TSNP-6-9 Package
— Package Width of 1.10mm is suitable for slim Printed Circuit Board (PCB) design
— Package Height of 0.4mm(Max) is suitable for low height form factor profile design
— Package Size: 1.5mm X 1.1mm
— Pitch: 0.5mm
— Comply with RoHS Standard
— Comply with IPC/J-STD-020 MSL-1 Standard
+ ESD
— JESD22-A114 ESD HBM Standard 2kV Standard
— JESD-C101 ESD CDM 500V Standard

Data Sheet 10 Revision 1.01, 2017-08-30
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3 Functional Overview

OPTIGA™ Trust B is designed to be used as a companion authentication device. This authentication device
reside away from the HOSTsystem such that the host system is able to ensure that it is communicating with an
authenticated original product.

The SWI communication link is the basis for the OPTIGA™ Trust B to communicates with the HOST controller. It
is designed to conform to the Infineon SWI Bus Interface specification

31 Typical Application

OPTIGA™ Trust B can be integrated to any system with very low hardware requirement. In a typical setup, only a
pull-up resistor, Rgy, is required for open-drain GPIO.

OPTIGA™ Trust B provides a combination of secure authentication function and user read/write storage space
via a single serial serial interface(SWI). SWIl is able to perform bidirectional communication on multiple devices on
the bus without extra hardware. Communication on the SWI is half-duplex transmission in which master and slave
can transmit and received commands only one at a time. In SWI architecture, SWI master initiates and controls
all the SWI operations. The SWI bus operates in a command and response sequence. An additional feature of
SWI interface is the ability of interrupt-based processing which allows for concurrent processing.

Figure 3-1 shows an example of a Host system connection to an OPTIGA™ Trust B device

SWI MASTER SWI SLAVE
BOARD BOARD
VCC
*—1 | OPTIGA™
Vec™ l—u Vcc
C
HOST RSW'ZEJ%’_ vccl:
GPIO'[C ® || SWI
GNDp
—T_ [ | —T_ GND VbD O—_
CVDD
= GND| = GND 2.2nF_L

YGPIO configured as open drain output with drive capability o 2mA — 10mA
% Rsw can be connected to the same Vec voltage or other system voltage lower than \éc

Figure 3-1 Application Diagram of OPTIGA™ Trust B based on Direct Power

Data Sheet 11 Revision 1.01, 2017-08-30
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In certain scenario where minimum number of wire connection are desired, OPTIGA™ Trust B can be configured
with a total of two wires using some external circuit components. Figure 3-2 shows a setup example of the system
where OPTIGA™ Trust B is powered using the communication line. The resistor, Ry, maintains the power
supply with a voltage drop of Rgy, multiplied by lg,. The voltage is fed to the OPTIGA’s single wire interface port
and its power supply through a diode. Using the following setup, the VCC connection is not required.

SWI MASTER SWI SLAVE
BOARD BOARD
Vee
Dyec |, | OPTIGA™
Voo~ —N—l—%u Ve
HOST 5 3
Rswi % \w_ N J%
= 5 Cvcc:l: 3
o [+
= =
GPIO'[ ® | —e SWI
I Vswi
GNDp op
l I I l GND VbD O—_
Cvop
= GND = GND 2.2nF_
" GPIO configured as open drain output with drive capability o 2mA — 10mA
Figure 3-2 Application Diagram of OPTIGA™ Trust B based on Indirect Power
Data Sheet 12 Revision 1.01, 2017-08-30
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3.2 Support Mode of Operation

Functional Overview

Various mode of operations supported in OPTIGA™ Trust B is tabulated in Table 3-1.

Table 3-1 Mode of Operation

Mode of Operation |Description

Power Down » All systems are disabled, lowest current
consumption mode

Active - Idle « Communication Ready

» System is not active
*  NVM is not active
« Authentication is not active

Active - « Communication Ready
Communication » Systemis active

« NVM is not active

« Authentication is not active

Active - + Communication Ready
Authentication » Systemis active

* NVMiis active

* Authentication is active

Active - NVM * Communication Ready

» Systemis active

* NVMis active

* Authentication is not active

Data Sheet 13
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Signals Description for PG-TSNP-6-9 Package

4 Signals Description for PG-TSNP-6-9 Package

This chapter provides:

1. Pin Configuration (PG-TSNP-6-9 Package)
2. Abbreviations for signals description (Pin Type and Buffer Type)
3. Pin Description (PG-TSNP-6-9 Package)

4.1 Pin Configuration (PG-TSNP-6-9 Package)
The Pin configuration diagram for OPTIGA™ Trust B PG-TSNP-6-9 Package

Top View
r—=1 r—=1
ves 14 '3 | | Vvss
[ | - e d
r==1 r==1
VSS | 5 | L2 | VCC
L L.
r—==1 r==1
I 6 ! . SWI
vbD | ! 6 | L
[N | [ |
Pin 1 Marking
Figure 4-1 Pin Configuration (PG-TSNP-6-9 Package) - Top View
Data Sheet 14 Revision 1.01, 2017-08-30
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4.2 Abbreviations
The Standard abbreviations for I/0O are shown in Table 4-1 and Table 4-2.

Table 4-1 Abbreviations for Pin Type

Abbreviations Description

I Standard input-only pin. Digital levels.

O Output. Digital levels.

1/0 I/O is a bidirectional input/output signal.

Al Input. Analog levels.

AO Output. Analog levels.

Al/O Input or Output. Analog levels.

PWR Power

GND Ground

MCL Must be connected to Low (JEDEC Standard)
MCH Must be connected to High (JEDEC Standard)
NU Not Usable (JEDEC Standard)

NC Not Connected (JEDEC Standard)

Table 4-2 Abbreviations for Buffer Type

Abbreviations Description

Z High impedance

PU1 Pull up, 10 kQ

PD1 Pull down, 10 kQ

PD2 Pull down, 20 kQ

TS Tristate capability: The corresponding pin has 3 operational states: Low, high and high-
impedance.

oD Open Drain. The corresponding pin has 2 operational states, active low and tristate, and

allows multiple devices to share as a wire-OR. An external pull-up is required to sustain the
inactive state until another agent drives it, and must be provided by the central resource.

oC Open Collector

PP Push-Pull. The corresponding pin has 2 operational states: Active-low and active-high
(identical to output with no type attribute).

OD/PP Open-Drain or Push-Pull. The corresponding pin can be configured either as an output with
the OD attribute or as an output with the PP attribute.

ST Schmitt-Trigger characteristics

TTL TTL characteristics

Note: Any changes and extensions must be negotiated first.

Data Sheet 15 Revision 1.01, 2017-08-30
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4.3 Pin Description (PG-TSNP-6-9 Package)
Pin description for OPTIGA™ Trust B PG-TSNP-6-9 Package is shown below.

Table 4-3 I/0 Signals
Pin No. |Name Pin Buffer Type Function
Type
1 SWI 1/0 oD Single Wire Interface

Table 4-4 Power Supply

Pin No. Name Pin Buffer |Function
Type |Type
2 Vee PWR |- Supply
Positive Power Input for OPTIGA™ Trust B. Connect 0.1uF capacitor.
6 Vob PWR |- Digital Power Supply
Internal Digital Power Supply of OPTIGA™ Trust B. Connect 2.2nF
capacitor.

Table 4-5 Ground Pins

Pin No. |[Name Pin Buffer |Function
Type |Type
4,3,5 Vss PWR |- GND Pin (Pin 4 is the main Vgg)
This is the common ground of the IC.

4.4 Package

441 Package Outline: PG-TSNP-6-9
Table 4-6 shows the PG-TSNP-6-9 package dimension for OPTIGA™ Trust.

Table 4-6 PG-TSNP-6-9 Package Dimensions

Parameter Symbol Values Unit Note / Test Condition
Min. Typ. Max.

A 1.05 1.1 1.15 mm Package Width

B 1.45 1.5 1.55 mm Package Length

C 0.35 0.375 0.40 mm Package Height

D 0.25 0.30 0.35 mm Solder Pad Width

E 0.25 0.30 0.35 mm Solder Pad Length

F 0.50 mm Solder Pad Pitch

Figure 4-2 shows the PG-TSNP-6-9 package outline for OPTIGA™ Trust.

Data Sheet 16 Revision 1.01, 2017-08-30
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5 Electrical Characteristics

51 Absolute Maximum Ratings

Electrical Characteristics

Stresses above the max. values listed here may cause permanent damage to the device. Exposure to
absolute maximum rating conditions for extended periods may affect device reliability. Maximum ratings
are absolute ratings; exceeding only one of these values may cause irreversible damage to the integrated

circuit.

Table 5-1 Absolute Maximum Ratings

Parameter Symbol Values Unit |Note / Test Condition

Min. Typ. Max.

VCC Supply Voltage Vee -0.3 - 6.0 \Y,

VDD Supply Voltage Vob -0.3 - 1.60 Vv

I/0 Vio -0.3 - 6.0 \Y

ESD robustness HBM Vesp.HeMm 2000.0 |V According to
EIA/JESD22-A114

ESD robustness CDM Vesp.com 500.0 |V According to
EIA/JESD22-C101

Latch up Iy 100.0 |mA |According to EIA/
JESD78

Junction temperature range T, -40.0 85.0 °C

Storage Temperature Tstore -55.0 150.0 |°C

5.2 Operating Conditions

Within the operational range, the IC operates as explained product description.Typical Values: Vc = 3.8V, Thys

=25°C

Table 5-2 Operating Conditions

Parameter Symbol Values Unit |Note / Test Condition
Min. Typ. Max.

VCC Supply Voltage Range Vee 20 3.8 5.5 \Y, Measurement is at the
Vee PiNVee

VDD Supply Voltage Range Vob 1.35 1.45 1.6 Vv Measurement is at the
Vpp pin. Need to
connect 2.2nF
Capacitor.Ramp up of
VDD shall be slower
than 1uSec.

SWI Voltage Range Vowi -0.3 5.5 \

Data Sheet 18 Revision 1.01, 2017-08-30
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Table 5-2 Operating Conditions (cont’d)

Electrical Characteristics

Parameter Symbol Values Unit |Note / Test Condition
Min. Typ. Max.

Current Consumption, Active Idle Lycc, Active-tdie 0.5 mA | Idle Function Mode Ave

Mode over Active Idle

Current Consumption, Active Mode, | /ycc, active- 1.0 mA | Authentication Mode

Authentication Operation ECC Ave over Authentication

Current Consumption, Power-Down | /ycc pp 1.0 3.0 LA |SWIis set at OV

Mode Maximum Value
condition is set at VCC
=435V @ 85Deg C

Ambient Temperature Tams -40 25 85 °C

5.3 SWI I/O Characteristics

Table 5-3 SWI I/0 Characteristics

Parameter Symbol Values Unit | Note / Test Condition

Min. Typ. Max.

SWI Absolute Maximum Rating Vswiar -0.3 5.50 \Y, For Slave Only

SWI Input High Voltage Vswiin 1.2 5.5 \Y,

SWI Input Low Voltage VswiiL -0.30 0.80 \Y,

SWI Output High Voltage Vswi.on 1.30 5.5 V No remote powering,
measured at 1.0pA. For
Master Only

SWI Output Low Voltage Vswi.oL 0.10 Vv Measured at 1mA

SWI Bus Load CswiL 250 pF

SWI Wake up Voltage Vswiwk 0.8 1.0 1.2 \Y

SWI Wake up Filter swiwk 20 28 VIS

Data Sheet 19 Revision 1.01, 2017-08-30
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5.4 SWI Timing Characteristics

Table 5-4 SWI Timing Characteristics

Electrical Characteristics

Parameter Symbol Values Unit |Note / Test Condition
Min. |Typ. |Max.
Basic Timing Parameters
Time Base fswi 1.0 50 V&S
Bus Frequency fawi 10.0 500.0 |kHz |50% Zero, 50% One
Peak Data Rate 500 kBits/
S
Transmit Timing Parameters
Duration for Og 1o 0.75 1.25 tswi
Duration for 15 11 2.75 3.25 tswi
Duration for STOP trs 4.75 tawi
Receive Timing Parameters
Duration for Og ro 0.5 1.5 tswi
Duration for 15 IR 25 3.5 tswi
Duration for STOP Irs 4.5 tawi
Interrupt Timing Parameters
Interrupt Arming Time IARM 4.75 tswi
Interrupt Active Time INT 0.75 1 1.25 tswi | Drive period for all
Slaves
Interrupt Trailing Time HRAIL 3.25 tsw) | Drive period for all
Slaves
Bus Time-Out Parameters
Bus Time-Out Period trout | 100 [tgy
Power and Reset Control Timing Parameters
Power Down Low Time opL 196.0 ys
Slave Power Up Delay foup 10.0 ms
Slave Soft Reset Delay srD 1.0 ms
5.5 EEPROM
Table 5-5 EEPROM
Parameter Symbol Values Unit |Note / Test Condition
Min. Typ. Max.
EEPROM Endurance Neve 10° Cycle |25 Deg C
EEPROM Retention T etent 10 years | 25 Deg C
EEPROM Programming Time teroG 5.1 ms
Data Sheet 20 Revision 1.01, 2017-08-30
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Electrical Characteristics

5.6 Authentication Response Computation Time
Table 5-6 Authentication Response Computation Time
Parameter Symbol Values Unit |Note / Test Condition

Min. Typ. Max.

Response Computation Time ECCE- | Tccgqay 34.0
131

ms
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